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Maritime Cyber Defense against Spoofing and
Jamming Threats: Integrated Multi-Domain
Maritime Awareness Framework: IMMAF
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N9zla Maritime Cyber Intelligence 3g%188n38AUTAAIIN
a1130lun15n9du Jesiu wasmevauswiaduanauluuesla
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Abstract

The transition to the digital era has significantly enhanced
the efficiency of navigational systems and maritime management.
At the same time, however, it has increased the vulnerability
of maritime infrastructure to cyber threats, particularly signal
spoofing and signal jamming. These threats can undermine the
reliability and integrity of positioning, navigation, communication,
and maritime situational awareness systems, all of which are
critical to the protection of national maritime interests.

This article aims to analyze the characteristics, mechanisms,
and strategic implications of signal spoofing and signal jamming
within the broader context of maritime cybersecurity. The study
employs a qualitative documentary analysis of relevant strategic
and legal frameworks, including the United Nations Convention
on the Law of the Sea 1982, Thailand’s National Maritime Security
Plan 2023-2027, and the Maritime National Interest Protection
Act B.E. 2562 (2019).
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The findings indicated that the integration of multidimensional
information through a Multi-Domain Awareness framework,
together with the establishment of a Maritime Cyber Command
and the development of a Maritime Cyber Intellicence system,
would significantly strengthen national capabilities to detect,
prevent, respond to, and recover from maritime cyber threats
in a systematic and coordinated manner. Such measures would
enhance maritime security resilience, protect critical maritime
infrastructure, and safeguard the continuity and stability of
national maritime interests.

The article therefore argues that maritime cybersecurity
should be elevated from a predominantly technical concern
to a strategic national security priority. An integrated institutional
framework, supported by intelligence fusion, interagency coordination,
technological capability development, and clearly defined
command-and-control mechanismes, is essential for maintaining
maritime security and strategic stability amid a rapidly evolving
and increasingly complex security environment.

Keywords: Maritime Cybersecurity; Signal Spoofing; Signal

Jamming; Multi-Domain Awareness; Maritime Security Strategy
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pivirddeanalyluaimnanza (Maritime Cyber Threat
Landscape)
nsianeSetneRdvauarsruusnluiivivissuumansia

UITNTIATHIS
oLl



[

N LﬂuiuwLs?iauiaﬁmdwLwﬂiuiaﬁaﬂiauLwﬂ walulad
ugjURnTs syuvdeans uarguUnsaithses mmmwwmmmﬁuﬂu
iwwuammmaaaqmamzmumaizuuaumugﬂh fausszdude
viiSe Audauny lUutszuuladanduasidldgunu duanan
lgiwesmangiademsgniiansantugiudeanaulisgnsaans
(Strategic Threat) tnnnirilymimamaiina esnannsoanney
Faauanansnvesiglunismunuiiuiivangiauasduaseana
Uslewiuimnfldeenadiudifny dewunfnduanuiunmivea
iauaﬁalﬁl,ﬂ?iﬂumﬂﬂ'ﬁgqLﬁuﬁaaﬂmmwmmmuué’?ﬂLamlﬂgjﬁﬂ
ANANLLUUNANNANY (Hybrid Threats) Gaanunislasimsleiues
ansdianvseiind nstadoudeya waznsufiRnisinians
iy (NATO, 2023; Tam & Jones, 2019)

Tuundsnan szuthdeauarszuudeasmmeialdnas
Futhwmneddyvesnislad iesnidulassaieiiuguiiaiuayy
N15a379 Maritime Common Operational Picture (MCOP) Lagn1s
saaulavoshenusueasiuas melafdessuumdiFsdmanseny
TngasssonuaInsalunsinse s MsUInTes kagnsUaung
AIUANVDILT

fuansiinedanmuiidhminounndeiu Inefuansfifily
$70198jauar U TElBINIuATEEAa UnUnfanssuiangmae
VoA AMUENNEsaSEUY Gummmuam‘vlLﬂuﬁmﬂmmiﬂaamﬂm
LLavmiiUmuammmLﬂuLﬂsaamaiuﬂWiUQUMﬂWiwuwaan MN8N
anTudianvselind visen1swssnanmwIndeNieWARAUTALES
et nMeTghieanauisesinnsaniadaniuaasn

e JULUUNEFNTSH UasUSurmegiisgmandmuaiull anurguiese

d)}

lunsseuimdnsevivilvdeanaudnyuedauenisensaans
sofelaud Iwszaunsaas1aNansenulalnganAINULELIINAT

anmaulAlagnss
uIINBISITIS
oLl
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Maritime Systems)
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Blue Satellite Icons: True GNSS Satellites
Red Triangle: Spoofing Antenna

Green Triangle: GNSS Antenna

Red Dashed Line: Spoofing Signal

Black Dashed Line: Authentic GNSS Signal

GNSS Rover Receiver
(e.g., Trimble R10, Leica GS18)

Rover vs. Spoofer
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n1sUavuuUasdgy e (Signal Spoofing)
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Maritime Systems)
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(Strategic Implications for Thailand’s Maritime Security)
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MMpieaIBsemsenans AR Randldoginsgnyde
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Frorvhlsgliannsausnuezanmgnsaiund eanain gl
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Tulegmaenans mnuausnvessglunshseiuazauny
AaNssuMavLa WiefiBunin Maritime Domain Awareness (MDA)
foifussAuszneuddguesnsinmanuiuamimeia ssuuns
Aanuide 1w AIS kagszuuthiesiuaifies lueesdlondnly
NNTASNANTIVDIFNUNTAM NI (Maritime Operating Picture)
mnszuuAnangniateuvisegnyiivlianunsaldemls anuanuse
yos¥glunsmsaduianssufiiaun® Wy nsdnaeuvuadus nevh
Uszaiiannyang videRanssumanmslaifisszasd envanasetng
HedAyy

dmUmheNuATIETIAIMIMEZLA LAz NALDNYURRENTTH
wdvdund fuanamainnislaufiszuudnaauasszuudomsng
yeaddllddiedymmanedawniy uwdafusiudemsmans
fiAeatestunnuannsalumsauauiiuiivnamgia msdestuna
Uselenlvesnd uaen s IEte snMUBIdUN1ANUIALN NS
MsysanMsteyanvatsunas Wy svuuisesmeils anidies
wazszUUAnnuSe Saduumeddalunsaduadnnuindede
YBITLUUNITTUTANUNTAINNELA

uananil M Inaruasaduauuadleues
manziadadussiusznauddguasgmseansnisdosiulssmely
EARIVIA N1SERUATIIANENINYBIMNBNUMUNTVIINTBY NTHAIU
JEUUATIITUNISRNAVNdlEUes wagnisinausuyAaINIAIUAINY
fundlmiuoimasia sgdeifiueuainsovesUssmalnelunis
Jostuuar fuiefufuanauilenvdmansznudelassadrefiugu
Manztakazn1sUfURnsveIndmiase

e AYANAINIINANTURDURUAF Y1 URALNITTUNIU
fynnadsmsgniinnsanlunseuvesgnsmansmiuiunamazia
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YaUTEnA e SR SEUURNTE T N15YTUINITTeYE Wagn1s
iEBuaslanLansamulsue Sesnawinise avtelmlssmelne
annsninweusuasesiuiimagianasunilasmausslovives
R leeEtUsEaVEN A lAUTUNTRINgMINENSIATTRINUSEIWA
LazanaIndeNsunsuAsUABULUaslY
ForhsddnmesUszmelnedadldegifivsiimsnamalulad
#2930 Mnudeginsdenlessrnavig deya Y1Inses way
nszvunsAndulasenihanhsanuliaunsaneuauesiasuanay
e aviuiaedi
Han1snTIzikansliiiiuinissulleduduanauluues
mangadndudessuiunmsludnuurysanms fdulasai
29ANs wAlulad N1591INTBI NQVNIEY LASAIINIINTBTENIN
Uswina datu datauadedlsviedoluiFainaduasauiaveuy
yesszUUANLiunanziavessEmalngluyniii

MIYIUINITMINTENINNA8ER (Multi-Domain Awareness)
LUIAA Multi-Domain Awareness LﬁUﬂWiUiSQﬂ(ﬁLLU’Jaﬁ
971 Multi-Domain Operations (MDO) vasnasvinasielvi seysanns
ToyaanTANMEA 8I1A 9IN1A LBlUes karU1InTas Wioads
AWEn U5l (Common Operational Picture: COP) ﬁaﬁuayu
nsrnaulaegnsaans (U.S. Department of Defense, 2022)
dwsudsunalve n15Useandld Multi-Domain Awareness
WYIWYNTLAUNTYIUINITTOYATENINNDIINITD ATYR. MBI
FuTINTes MhsNuALTuATNMZIaLaE AN Y lTELT0
A3ITULAERRUAUDIBEANAULUUNaNNAU e 1T UsEdNE AW
1nTu
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Forauadeulaurgiiaissuaiisanuduaduiuaimmsia
(Policy Recommendations for Strengthening Maritime Cyber
Security)

IINMTBATIVNEANAINAUNTUaRLLUaERaY 8 (Signal
Spoofing) wagn13sUNIUEaYa N (Signal Jamming) wuin AuaAnAL
FansgUuuuilfdmanssmuangsessuuihionfonmsdeasmemng
NINUFANTENUABTAANAINNITAVDITFLUNITTUT AR IUNIT
N5URYINTHAZAIUAN N15TINTBY AFBAIUNTANATEIHAUSE LYY
YOIWIRNIMAUANTIN HuAnAIuRIna1IFansgniansady
ffﬂﬁgﬂﬂ’]u@ﬂq%ﬁﬂ’lam% (Strategic Maritime Cyber Threats)
11NN mamnAlaveTE VLA TAUVALNE 08191 L7

Han15AATIzdasieubiiiuin n1ssulledudannaiy
louesmmeialianusaandeuinsnissinunalulaguzoniseaiuy
nuvemhsnulamhonunilld Weswnfoanauidnuusdenlss
vianedid adumalulad n1sURoRnts $nses ngvany wazau
fmtusseviassme dau matmuaulovieiesndudesaguu
fug1ures MIYIUNS (Integration) uay AMUBAVEUTDITTUY
(Resilience) tiglannantiostu n319du novaues uaritusnis
UftAmslfedwiailles usfegneldiannsiiszuuihsesidoszuy
doansgnasmeutszavnm

Tuumaruil ffsuauonseuuloueiiioidiuadsnnusiung
lvesmmsarenssmelneuuiugues Siamidn (Four Strategic
Pillars) oA () N1smiuguaLarlnsias1eesdns (Governance
and Organizational Structure) () imalulaguazn1sysannsteya
(Technology and Data Integration) (en) NMSHAILNIASIAULAZTA
AINAIN50 (Human Capital and Capability Development) wag
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(@ nguung ANNTINED LazsTTIIAUIaTEnINUTEmea (Legal
Framework and International Cooperation) ta3845usiuAnA1Y
malwiuesiianududounavivdsunlatognesana

nseunwIAnlunsRIAMuiuasluusimmsLa
mstvuadelaueluloviedniudesondeanudilaniy
LA aLUIAnIAEITafUNsFUS LAY TIINST oY
gl Gediiunnisannisiuianunisalifeiuilugnisius
vanefiafidoulosdeyannynlamumsuFoans

n1saszninianIunIsainiameia (Maritime Situational
Awareness: MSA) vi18fs ANNaNTalUNSTU Annnu ez
Usmiduamumsnifiaatulufiufimansia o snailetasnamils
WieatiuayumsinaulavesiiufiRuasftadulyulusziugnsis
WaeNsN1g IngyatiunsTIuTINdeyadnsuutnsed sLUUnTIITY
uaysyUUAeans Lileadsnmanunisaiflavviouaninuandonnis
UfURN15luIa1934 (Real-time Operational Picture) Toyafanan
ATOUAGHIMULML MILARBLIT ANNEINA NMFITATNNZLS FAOATU
wamsalfiaunAfionadamadeanutasadelunisiiubevients
U URAN1SManELa (International Maritime Organization [IMO], 2021)
Tuusunvesamusiuasnansia MSA ussdusznauiiugu
YaasyuuTnIINSkagAIUAL (Command and Control: C2) osan
Hglinthenuaansaiuiuaznouausiamanisallaogaiuniei
oedlafinu MSA siutiunis¥ud “anumsnifimdafniu” Tuflud
uaztnaiivue Jlveuwndrdnlunun s neindes
loaliegneransseninenanssudg o vsensaanisaliennay
Tusvezen

UITNTBIATHIS
lolcty/]



Aty MSA FaduiiugudidguesnisufiRnisnimealy

JEAULNTIowaLYNsNIS Wedunumlunisatiuayunisindulauuy

Y ' '3

NUADNANITAL (Real-time Decision Making) UINANTUATIEH

a 4

Bagnsmansvsenisusediudeanamluningiu

n1snsentinilusiinimeta (Maritime Domain Awareness:
MDA) HunnAnfifiveuwaniienit MSA Taenneds audila
pensUARUADRaNTIN anmuwinden uasdaferimuadiAntuly
Ifn1amgLa F9o19dmansEnUerATuAY MLUaensY tATugRa
unndeu wionaUstlevtiumieni (U.S. Department of Homeland
Security, 2005) LLu’;ﬁmé’fma'nmamqmﬁaﬁamimmL’%@ ALY
NSNYINTNIWIZLA Imqa%fwﬁugmmqma Huianeils slggunu
waghanssuvesinansiiduisuas ey
3w MDA Sulusioserdbnsysannstogannvaneumas
oA seuussydnludfvedse (AIS) ssuuRnmuEaUsEaa (VMS)
5An51eRs Mndreniien Tnsemnazia uazguteyasEing
Uszing wiieadns Maritime Common Operational Picture
(MCOP) figgl it rusuanusiuataninsansiaduianssuiia
Un@ Argiuunlin warUseiliunansenunonaysylevilaeswnf
Iaegradusyuy
dnsuuseinelng wuiAn MDA fimuaenmassiunse s

Y wa o

Uryelinissnwmausslosivasnanameia Wbl Fujuiuns
ysansteyauan1suuRnusEnitmiisnuiiieItes iieen
seaulszavsanlunmsihseis msdadulinguane uasnisAuases
naUszlewivesrIAnImeLa
= & a [ o v
MDA 39:UN5aUMIuIMsINNITAMULUAIVINaNEIa lUTZAY

gnsmans Mwenleanssuaniunsalidiiunisiiaseiininges
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N1SUIMIANNELS wazNIsiruauleuly lielrsganunsosnyna
Uszlevuveaganimeialiogdagu

unggy (Conclusion)
mawasusnugeaRaiavhlsiszuunfiBnvng nsdeans
uarlassasfiuguiivammsanaeduthivdfyrorutuag
magia vuRiufduenswefeanaulsiues lnsamns
n1sUasuUasdyeya (Signal Spoofing) thay NMIFUNIURIN
(Signal Jamming) ddwmansznulasnssieninugniesuesdeya
nInsentinianIunIsainmea (Maritime Situational Awareness:
MSA) MInseninsiavnamea (Maritime Domain Awareness: MDA)
WarnN1TasAINENIUNTAITIN (Common Operational Picture:
COP) Suduiugruvesnmatiyrnisuaznadndulaluynsedu
uneuliFuh Sumnanudsnarldiaundudumies
#9AsWgNHAY (Hybrid Warfare) Midiesilosnsufianisluues
asnswdianvsednd wazmsufUiRnisunasdiseiu Jedudu
foadsunnananmstestussuuanzd lugmsimunszsuy
mmﬁum‘hﬁmaémwmLal,muyﬁmms (Integrated Maritime
Cyber Security System) ﬁLﬁ?iauIEJaﬁﬁayja 911599 Walulag
YAaINg waznsandulaseninmnaindiu
Tolaued1AyraeunAY Ao nsauMISASEMnINImELa
WUUYSUIN1TUA88RA (Integrated Multi-Domain Maritime
Awareness Framework: IMMAF) #sidouiinunduannisysan
NI5KUIAA Maritime Domain Awareness (MDA) iU Multi-Domain
Operations (MDO) LﬁaL%au‘[m%’ayjamﬂﬁamwma 9INA DINA
lowwes Aduutmdnlnd1 uwagdnseadrgnszuiunsiiasies
ey FgenseuanmssuiaenumsaliuuEealndlus mydrnses
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\BeAan13al (Predictive Intelligence) uaznsatiuayunisdndu
IQL%QWﬁmam% (Strategic Decision Support)

Tuwsulouny Ussmalngaisisavmunszuuinaaiuaiiy
fumdlsiuadmmsia (Maritime Cyber Security Ecosystem) nngla
NTOUNTEIVUYARNITS N NAUTZIITUVRITIRNWIZLA N.Alodo
UHUAHSTUAILINIANITZA WA lodob — beao way UNCLOS
1982 loiaSuad1s Cyber Resilience wazifindneuanunsoly
n1stlesiiu movauss wariusansogneuiidudeulugiinig
Bula-uuzdin

vieiign Anusiuadlsiuesmmeladlvifiesssifudiu
waluladansaune uidussrusznoudAnues AMAIBIUIANIG
W21a (Sea Power) LazANLILAINA MIysanmMsTeya 1120509
wazwaluladiunseu IMMAF azdusingudrglunisadisniny
IFUSsudagmsaans \iumnudanguuessyuy uagiaiuaing
Anennvesszmalnglunisinweduley nauszlovdves@ waz
ausiunsameialugaRiviaogiadsdu,

Integrated Multi-Domain Maritime Awareness Framework (IMMAF)
AsaUNISASTKUNSNIWNIl@UUUYsSuINIsKanaDa

3. uadws (Outputs) 4. msUs:=yNGT8 (Strategic Outcomes)

Maritime Common Ma:
Operational Picture
(MCOP)

g"dﬁ o Integrated Multi-Domain Maritime Awareness Framework (IMMAF)
MIYIUININTOULLIANTIYNSAERSNYIINNITTeYa Y1958 wazwalulad
MNNIRveINIsUFTANS Weatuayunisindula
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