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Tumslaufielassadsugudasatmansddy (Critical Information
Infrastructure: CIl) S3uEan15imNIaanuansagssulunslesiu
Tnssadailugutmansddyueny uaneuausoURTRNS 18NS
(Information Operation: 10) tiauntlesuay snunausgleiivesss
sunnSeanaTaTiiiugg (State Actor) uaziuansiilaliss (Non-state
Actor) auffiadsmansenusie Cognitive Dimension Application
Dimension W Hardware Dimension Ueuznsing « Aifduwus
fuvuleuediaus [1] duaaslunind o

NN o WwnuIingveslfiinisluuesluuiay i
szuanafuoenly tilesnmislaudseidmanelu Hardware
Dimension sUszasAliyananioszUvasaUmNALAZAISADAS
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afaBossnliiAnmnuianlusuaudedny eussainguszasd
ynamsungsEaldguRotulasiuldannsdinand (Wikileaks)
2] Wudu

Target at the Information

Manipulating content, website defacement,

A /" Cognitive Dimension / cognitive hacking, divulgence of secrets, social
' " networks, etc.
Application Dimension Hacking
Target
Y Hardware Dimension Destroying infrastructures, shutting network

connectivities, cutting of telecoms, attacking

satellites, etc.
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loiuosAawsu (Cyber Kill Chain)
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nsAumazigativsuilming (Identification of Target) N34
nesrasludatanune (Dispatching of forces to Target) N15laLf
siotU1vne (Initiation of attack to Target) tagn1svinanaidinane
(Destruction of Target) Eﬁ’m%‘ULLU’J@@HLU@%@&L‘UUQHWGLJU’]G%J’UI@EJ
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o Funouldun n1sfumitiming (Reconnaissance) sWmL AL
Fadonisnislaud (Weaponization) n1si5un1staud (Delivery)
e sEUU (Exploitation) Msfindsynndeniinas (nstallation)
nsgauazAIuANidmIng (Command and Control) Uagn1saniiu
nslussaTngUszase (Action of Objectives) Maiiluusaztunou
p1aiBnsiiunsliussgmqusrasdiameiivannvansiuogiv
andnuaizvoudmnslaeiiseadoafaiiuandlumd o
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(Network-based and Host-based Intrusion/Prevention System)
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wgninaUszgndlilumstiostududinsTaufivesdlaussasdald
snmsdnunduneududduduseiidng o snfeghaty
demihiiihasemnusiuasase fessauaamenetauny
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HawHa (Hybrid warfare) Sufuutnfansussgndliviandss e
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(Distributed Denial of Service: DDoS) Ingltiasatnauaniiin (Botnet)
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a U o ~ % oy ad P = o
Annsdiawaslnengldaulisi wuimenishudignldaudunss
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i1 o) wegraiulddaiiosainsganslinudndusosinadnny
Iussuuulsivesiawuedgananideslale [12]

fogpaemuuiivnii (Advenced Cyber Operations)

AnuspsnsaNnlasavvulsuasiawudmalAsgeing
finndnanuaansasuleiueiegasieiiles lnewuindan
annsaduleueifignifaunduianudsuuladiuandanay
annsofiugrulugausn 1 Inedmenusanisdnuiamuinisvesns
Tawdvalaweddnandunmi o [13]

Attack Paradigm Aftack Type Attack Impact

/ N\
Spoofing '—4'{ Authentication
\ J
p 3
Tampering _4.{ Integrity

Repudiation ~ ——

Nor-Repudiation

Classical

Information

Disclosure Confidentiality ‘

Denial of Service ——— Avallability

Cyber Attacks

Elevation of Privilege —— Authorization

Data Mis: :Issslﬁwtmn‘— EE sk

by Al algorithms

Synthetic Data [
Generation ‘

Fake information for

Al Powered user manipulation

Data Analysis  ——

SN T AN

attack generation

e s S B

Al assisted dasswcalJ

2 o Wannnsvasnsianinialaiues [13]
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HAN13AN®IveIINY wazauy [13] Fiuinduanay
lwwesuuummihgnduirfeuananunvthvesvalulagUayan
Usehivg wavdwalideanaumleiuesivnanuaiunsafidfgy
wansngndeanAmLUUALANlaun nsnenuliiindaianain
Ya3veya (Data Misclassification) nisdaunsigivasuulasieya
(Synthetic Data Generation) kagn133AsIgnveyauuleiuasiny
(Data Analysis) aziulaiuuiliunislaufnidlsiuasazyslauise
Inauanunsatunisandulavesiiisnuadadulaluyn 9 sedu

dgl = o 1 é’d 4 ¥ =
wenINHNaNFnwdradianliunmsussendlivnalulagUyan
Usrhivg Tunsiiunadisavesnislaufaindennauwuunaiy
= 14 IS a s 1 1
WeannnsussenaltmaluladUeyaussivgednamungan asyae
antonanufianislauesi@enazgnasianulalunmslaufuisuuy
Wi nsUaBuUas (Spoofing) MssanSudeuuUastieya (Tampering)
waznmsviliszuuUiasnisliusnig (Denial of Service) lneiu
HaINTAALaIsalun1snenIulAinteyanianaIatuLes

wialulagUgauseivganunsainunyszendlilunislaus
algiuesieynna WU NMSRNALULIAINTTUTFIAN (Social
. . (3 a a a 's
Engineering) annn1susegnamalulaglayaussiuvglunisinssy
AAN I NIZVBIMER (Target Profiling) eazielinisaeais
D [ = g ¥ = a wa < av v
Anniumtenslaudlivaadenarufianuanusdaveglaudle
a X v a = o = . .
1NETU NMsUsEYNAlinATianTseuIveATas (Machine learning)
Tunsdraewiseuasuulareyasstigasanungeieviiuuon
n1sUnaslugatagduldegininetie lnge1vaiunsaasiauss
- o DY) ] v o I & vy
nszseundnsliiungudwinglallusged Inganansaule
npud15avesUfiRnslavanviudeniuudenines (Blogger)
MgnimuAuIInmalulagiuiduils (Deep Learning) [14] Nigning
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LEFUa19TAANEALTALUNITTIVTINYIINTOALNITHOATUYT?
nsesfuAIETLAY femsuamUszlvianmsiseunsauns
ATamnuannsolunsunnszasuazdileddunsiauivain
wiane Wi nsviheuludnyazveswendwaiSendnld (Ransomware)
nsvianuludnuazresilngdu (Trojan) MITUNIUTEUUAIVAY
tadudye wagnislaufreszuuiygussiusililunsiinnei
Toyat1ansiensatny w84 Ingdunnliandnaiuaunsovessy
fidnanuanansamsluuesiBsgnu avsgoinini Saide dasiea
asnsassUssnsuiu answenandng wasHiuaadnaiilasang
siulassadsiugumelulafasaunauaznisdeasiiiosesiu
N1TIATILNUTINTBIUALNTHRAIUNITIANARDTLUUY1INTBIBEN
sioifloq [13,14]

msfastunslasfnnesmilswesifenasiuegiunm
anusalumsuimsdanisauifunsaendevesasiasneiiugiu
Y1ansdAgy (Critical Information Infrastructure) Lagn15UTNIT
JamsanusiunsasaftsTuuasaUMALATNN3AENsT svABHT I
fubuennamulmuesauniissiu q dadu maandaanuainse
BegnvesigijiUsraslaniissonssgndlimalulaglunisidinge
uazUinsdnniseusiunsasafouaznisainslamiuanansoids
Joatuliituyransfiufoimuiedestulasaeiuguiiiedes
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fuge wu Sarumumuainniaensalad donsroniulviin
Torananvestea (Data Misclassification) Msduasizvivasuulas
Uoya (Synthetic Data Generation) kagnsaAsgrideyavuleiues
A (Data Analysis) {usiu

AR RRERTE g aTy
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LazNsARANIdY 9 mmnsainsunsnszaestalsRena dwaiiy
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