Observations and Perspectives about the Future
of Maritime War and the Implications for Thailand
and the Royal Thai Navy

usussvdaAvASIVMLN:Iadalalnna:nuomvdinsu
novnwiSaina

By Commander Scott Thornbury,
United States Navy

An American in the NSSC

The views presented in this article do not reflect the official
positions of the Department of the Navy, Department of Defense,

or Government of the United States.

For the last six months, I’ve had the distinct pleasure
of working alongside talented and dedicated Royal Thai Navy
Officers while conducting research and studies at the Royal
Thai Navy Strategic Studies Center. During this time, I’'ve thought
deeply about the Thai-U.S. strategic relationship and Thai Navy
security issues and strategies through the perspective of my own
backeround in the U.S. Navy and as a strategist and force design
planner. Based on this experience, | can confidently say that
the character of war is quickly evolving as technological
advances shift the balance of maritime power away from
traditional platforms and methodologies to those more aligned
with an asymmetrical and distributed approach. Accordingly,

this article seeks to define both the future operational environment
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and locate Thailand’s place in this new environment. It will
address 1) the operational environment Thailand currently finds
itself in and what threats it may expect in the future; 2) the
technological advances that will shape the maritime operational
environment over the next 10-20 years; and 3) implications for
Thai force design planners and strategists.

Part I: Strategic and Operational Maritime Context from
Now into the Future

To begin, it is important to define specifically the current
maritime operational environment around Thailand. Economically,
roughly 80% of Thailand’s international trade is carried via
maritime sea routes." The vast majority of this trade passes
through the constricted waterways of the Gulf of Thailand,
adjoining the increasingly contested South China Sea. Approximately
60% of Thailand’s gas supply comes from deposits within
the Thai Exclusive Economic Zone (EEZ) in the Gulf of Thailand,
much of which is used to supply about 50% of Thailand’s
electricity output.” To put it bluntly, Thailand’s very economic
survival is tied to the safety of this waterway. Amplifying its
criticality is the lack of substantial commercial infrastructure
on the Andaman Sea coast of Thailand.

1 Author: Chackrit Duangphastra, “Improving the Safety of Navigation and Sustain-
ability of Shipping through Innovative Autonomous Shipping Technologies in the
AsiaPacific: Case Study of Thailand,” UNESCAP, June, 2024, https://www.unescap.
org/sites/default/d8files/event-documents/Thailand _national-study-report-on-au-
tonomous-shipping.pdf; p 1.

2 “Securing Thailand’s energy future,” Thailand Development Research Insti-
tute, June 14, 2024, https://tdri.or.th/en/2024/06/securing-thailands-energy-fu-
ture/#:~:text=As%200f%202023%2C%20Myanmar%20gas,imported%20from%20
abroad%20(25%25).
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Meanwhile, a regional arms race, initiated some 20 years
ago and accelerated by the unprecedented military buildup
by the communist government in China over that time, necessitates
a strategic focus not required of Thailand and allies in the
region since at least the days of Communist insurgency in
Southeast Asia, and likely not since World War Two. The communist
regime in Beijing has displayed time and again its willingness
to use economic, military, and informational coercion to bend
regional countries to its will.> While individual coercive attempts
often fail to achieve maximalist results, the cumulative effect
of Beijing’s strategy — especially when paired with armed maritime
force — has resulted in a gradual erosion in sovereignty of several

regional countries.

Considering Thailand’s economy is dependent on exports,
that the vast majority of those exports travel along sea lanes
in the Gulf of Thailand, and Thailand lacks a major secondary
sea lane in the Andaman Sea, Beijing’s coercive aggression and
threats of war throughout East Asia’s waters (e.g. maritime
disputes with Korea, maritime disputes with Japan, invasion
threats against Taiwan, seizing territory from and bullying the
Philippines, and attempting to seize disputed waters in the South
China Sea from all claimants) pose a potentially vital threat to

the very functioning of the Thai State.

3 “Examining China’s Coercive Economic Tactics,” U.S. House of Representa-
tive, Rules Committee Majority and Minority Staff, 2023, https://www.congress.
gov/118/meeting/house/115789/documents/HHRG-118-RU00-20230510-SD118.
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Coercion in the Maritime Domain

While Beijing has not yet turned its coercive focus against
Thailand, at least not fully and publicly, China has been
experimenting with its influence in the Gulf of Thailand with
recent investments and security cooperation activities with
Cambodia at Ream Naval Base, as well as with its investments
in airport and other maritime infrastructure in Cambodia.* Beijing’s
activities throughout East Asia point to a strong desire by
the Communist government to 1) expand its maritime territory
wherever resistance is weak; 2) control activities along international
sea routes in East Asia; 3) build economic and military leverage
over weaker states; and 4) utilize its economic and military
leverage to further expand its maritime territory and control
over weaker states in the region.

Projecting China’s behavior out over the next 10 to 20
years, it is likely to continue seeking dominance and control
over the waterways of East Asia. The question is: how much
will these activities restrict, or even infringe on, Thailand’s
sovereignty and security in the Gulf of Thailand? Taking Beijing’s
historical coercive attempts with other countries in the region
into account, it is probable that Thailand - at some point - may
have to choose between bending to China’s general control

or standing up for its own interests and sovereignty. When other

4 Phan Thi Hai Yen, “Cambodia’s Strategic Embrace of China: Military Coopera-
tion and its Implications,” ISRG Journal of Arts, Humanities and Social Sciences
(Van Hein University: September, 2024), Vol II, V, https://isrgpublishers.com/
wp-content/uploads/2024/09/ISRGJAHSS6232024.pdf.
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countries in the region have stood up for their legitimate
interests, China has implemented strong coercive measures
from unilateral trade freezes to military and paramilitary posturing,
to outright seizure of territory.” China’s confidence in coercing
Thailand in the Gulf of Thailand would largely depend on its
calculation of advantage relative to Thailand’s will and ability
to deter or counter the activities of the PRC here. For Thailand,
this comes down to three factors, which will be discussed
further below: 1) the national will of Thailand to stand up for
its international rights and sovereignty; 2) the military capability
of the RTN to credibly counter PRC activities; and 3) Thailand’s
ability to internationalize any such dispute or conflict by partnering
with other powers capable of providing a counterweight
to Communist Chinese aggression and influence in the Gulf of
Thailand.

Major Power War in the Maritime Domain

Apart from the possibly of China’s coercive activities in
the South China Sea being applied to the Gulf of Thailand

sometime over the next 10 to 20 years, there is also the possibility

5 Tatsuya Terazawa, “How Japan solved its rare earth minerals dependency
issue,” World Economic Forum, October 13, 2023, https://www.weforum.org/
stories/2023/10/japan-rare-earth-minerals/; and Jeffrey Wilson, “Australia Shows
the World What Decoupling From China Looks Like,” Foreign Policy, November

9, 2021, China’s Attempt to Bully Australia Has Been a Spectacular Failure; and
Michael Green, Kathleen Hicks, Zack Cooper, John Schaus and Jake Douglas,
“Counter-Coercion Series: Scarborough Shoal Standoff,” Asia Maritime Transpar-
ency Initiative, CSIS, May 22, 2017, Counter-Coercion Series: Scarborough Shoal
Standoff | Asia Maritime Transparency Initiative. Just a few examples of the PRC’s
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of major power war in the region. | speak, of course, of the ongoing
strategic competition between the United States and its regional
and global allies with the People’s Republic of China (PRC).
While every attempt is being made by the United States and
its treaty allies to deter outright conflict with Beijing, it is possible
- as the previous world wars show us — that war could occur
over the next 10 to 20 years despite its mutually destructive
potential and even with economic interlinkages dampening its
likelihood.® If war did occur, it would take place largely in the
air and maritime domains — at least initially — and likely would
be large in scale and possibly scope. It would be devastating
to the global economy, and especially disastrous for East Asian

economies.

It is impossible to predict what would spark such a war...
and in some ways it is irrelevant how a war would start. This is
because any war between the U.S. and China, no matter its
origins, could quickly spiral beyond its original causes into
a broader, ideologically-based conflict. Much how Japan’s
attack on Pearl Harbor sparked U.S. involvement in World War
Two globally and throughout the Pacific, there is little reason
to expect that either the U.S. or Beijing would restrict themselves
to the immediate vicinity of where the spark itself was lit.

| glean this observation from history — war, once unleashed,

6 Margaret MacMillan, “The Rhyme of History: Lessons from the Great War,” The
Brookings Institute, December 14, 2023, http://csweb.brookings.edu/content/re-
search/essays/2013/rhyme-of-history.html.
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is highly unpredictable and often somewhat uncontrollable in terms

of what scope and scale it ultimately obtains.’

What does this mean for Thailand
and the Thai Navy? | would again point
to history. Japan’s attacks on Pearl Harbor,
and Thailand at the same time, were
not individual actions. They were part
of a coordinated strategy to delay U.S.

ability to counterattack long enough

for Japan, enabled by the Imperial
Japanese Navy, to seize most of Southeast

. . . . Japanese Invasion of Thailand, 1941
Asia — with the aim of Controlllng ﬁm:https://en.v_vLiki%edIa.org/wiki/japanese7

invasion_of Thailan
Singapore and Indonesia in particular.® Unfortunately, Thailand,
from the Japanese perspective at the time, had to be seized
by Japan in order to protect its land and maritime lines of
communication relative to supporting its invasion and occupation
of Singapore — by means of invasion conducted mostly from
the sea.” Taking the choke point at Singapore, combined with

a successful campaign in Indonesia, would complicate British

7 Carl Von Clausewitz, On War, Book 1, Chapter 3: “The Genesis for War,” as
cited on Clausewitzstudies.org, accessed May 31, 2025, https://clausewitzstudies.
org/readings/OnWar1873/BK1ch03.html.

8 Lieutenant Commander Ashley Halsey Jr., “Seapower and the Japanese
Empire,” Proceedings (November, 1946), Vol 72/11/525, https://www.usni.org/
magazines/proceedings/1946/november/seapower-and-japanese-empire#:~:-
text=The%20Japanese%20decision%20to%20move%20first%20to,realized %20
the%20full%20extent9%200f%20their%20success.

9 “Forgotten battle: Japan’s WWII clash with Thailand,” NHK World-Japan News,
January 24, 2022, https://www3.nhk.or.jp/nhkworld/en/news/backstories/1871/.
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maritime responses in Southeast Asia as Japan expanded its
war of aggression in China to all corners of East Asia. Could
history repeat itself in a future war in East Asia? The implication
of this question, of course, is that the Royal Thai Navy must be
prepared for spillover effects and ensure its strategy and capa-
bilities take such a possibility into account. This is especially
true considering the PRC’s rapid maritime expansion and proclivity

for aggression in recent years.

Maritime Disputes and Potential for Limited Maritime Conflict

Pivoting now from the possibility of coercion and major
power war influencing events in the Gulf of Thailand and other
Thai maritime approaches, there is always the possibility that
Thailand’s present maritime disputes with Burma, Cambodia,
or another state adjoining its regional maritime interests, could
produce some kind of limited conflict. While it seems unlikely
that any of Thailand’s neighboring states would have the capability
or intent to seriously challenge the RTN’s administration of its seas
looking out into the next 10 to 20 years, it is not a risk that the RTN

can afford to discount.

Maritime Security Challenges

Next, what other maritime challenges might Thailand
face into the future? There are a host of issues that the RTN is
confronting today such as drug and human trafficking by sea,

illegal fishing, weapons and military contraband smuggling, as well as
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other llicit activities.® At its core these, traditionally law- enforcement/
maritime administration-related challenges, are matters of
sensing the environment, fusing multi-dimensional intelligence
and data, positioning assets, conducting presence and
deliberate patrolling operations, as well as maintaining a professional,
well-regulated force. Concerning these requirements, the RTN
- along with the Thai MECC - are making significant strides.
Projecting these issues over the next 10-20 years, in places
where adequate state measures are applied to the problem,
the ability to stay ahead of criminal adaptations becomes

a cat and mouse game.

Take the maritime border of the United States, for example.
The United States has ample resources, intelligence collection
abilities, and strong relationships throughout its hemisphere
which, in theory, should provide an overpowering advantage
in addressing these kind of maritime security challenges. Yet,
for all its advantages and all its success in limiting drug and
other illicit inflows into the U.S., the actual amounts seized are
only a fraction of the overall illicit drugs that ultimately reach
the U.S."" Relative sanctuary in other countries for criminal

organizations, vast maritime borders, and novel technological

10 Tita Sanglee, “Assessing Thailand’s Maritime Governance Capacity: Priorities
and Challenges,” Asia Maritime Transparency Initiative, January 10, 2024, https://
amti.csis.org/assessing-thailands-maritime-governance-capacity-priorities-and-chal-
lenges/#:~:text=Thailand%20has%20unresolved%20maritime%20disputes,by%20
value)%20in%20the%202010s.

11 Inspector General Joseph Cuffari, “The Coast Guard Faces Challenges Interdict-

»

ing Non-Commercial Vessels Smuggling Drugs into the United States,” report from
the U.S. Department of Homeland Security, Office of Inspector General, February

19, 2025, https://www.oig.dhs.gov/sites/default/files/assets/2025-02/01G-25-17-

Feb25.pdf. uTInTngals
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or methodological adaptations restrain the success the U.S.
has achieved in fully securing its maritime borders from illicit
activities."” Bringing this back to Thailand and the future of its
maritime security efforts, the RTN should expect that even as
it improves its ability to sense, fuse information, and execute
plans to police its waters into the future, those seeking to
conduct illicit activities in Thailand’s maritime domain will also

seek to adapt and evade.

To summarize this section, Thailand is utterly dependent
on the sea for its export-based economy. Looking out into the
future, there are a handful of threats that could jeopardize
Thailand’s use of the sea, such as coercion from a more powerful
state (e.g. the PRC), war between two major powers spreading
to the seas around Thailand, maritime disputes with neighboring
states (whose military capabilities are similar to or weaker than
Thailand’s), and lastly illicit activities that challenge the legitimacy

of the Thai State (i.e. its ability to enforce its maritime laws).

Part Il: Technologies Influencing the Future of Warfare

in the Maritime Domain

Having now examined the evolving future strategic and
operational context Thailand may find itself in, | want to now
turn the focus of this article to examining the influence of
future technologies, and future evolutions of current technologies,

may have on the maritime environment and conduct of maritime

12 Joseph Cuffari, “The Coast Guard Faces Challenges Interdicting Non-Commer-
cial Vessels Smuggling Drugs into the United States,” 2025.
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warfare. To limit this discussion, | will focus on the technologies
that | believe contribute most to the changing character of

modern war.

Automation and Artificial Intelligence

It can hardly be overstated how important the development
of automation and Al is and will continue to be in the future
of war. States that can afford to develop this technology and
apply it at scale will have incredible military advantages. While today
these technologies are somewhat limited in terms of their
development and deployment, the numbers of systems
incorporating some degree of automation and artificial intelligence

will quickly scale while the technologies continue to mature.

One military application of automation and artificial
intelligence is enabling drones to operate without persistent
human input.”” This development acts as a force multiplier,
freeing up manpower for other productive pursuits. This is in
addition to the benefit drones already have in removing danger
to human operators. Moreover, autonomous drones enabled
with artificial intelligence will communicate with other autonomous
drones and Al systems - speeding up the F2T2 (find, fix, track,
target) cycle.'* What makes this technology particularly appealing
is that, while the cost of development is quite high, the cost

of the systems and platforms themselves are often much
13 “Future Operating Environment 2035,” UK Ministry of Defense Strategic Trends Programme,
16, https://assets.publishing.service.gov.uk/media/6286575de90e07 1f69f22600/
FOE.pdf.

14 “Future Operating Environment 2035.”
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lower compared to traditional, manned systems — making them
easier to acquire at scale. Indeed, the costs of the systems
are so reasonable, many are designed and deployed as so-called

suicide (or “attritable”) systems.

Along with these benefits come also risks. One risk is
that an autonomous drone may be more easily fooled than a human
would; say for instance, if on a reconnaissance mission when
an adversary is deliberately trying to conceal itself or mislead
the A" Another risk is that an armed drone acting autonomously
could mistakenly strike wrong targets, causing loss of civilian
life, unintentionally escalating a conflict, or at least wasting

ordnance on the wrong target."

How might this technology be applied in the real world?
During a conflict, an adversary could launch a volley of low
observable sea drones at a high value target hundreds of miles
away; the drones commmunicating with one another in a cooperative,
coordinated maritime attack involving other air and undersea
drones - all with minimal or even no human inputs from launch
to recovery. Several drones may be lost in the attack, but
provided the value of the target is higher (which it probably is)
and no humans are put in danger, then the cost is likely acceptable.
The same principle applies to undersea strikes, air strikes, and

land strikes by automated drone systems.

15 Commander Edgar Jatho, “Artificial Intelligence: Too Fragile to Fight?” Proceed-
ings (February, 2022), Vol 148/2/1,428, https://www.usni.org/magazines/proceed-
ings/2022/february/artificial-intelligence-too-fragile-fight.

16 Edgar Jatho, “Artificial Intelligence: Too Fragile to Fight?”
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Before moving on, it is necessary to explain another
anticipated feature of future autonomous Al drone systems:
drones versus drones, and drone networks versus drone networks.
We see early glimpses of this phenomenon in Ukraine where
arial battles between primitive first-person view drones have
taken place.'” These early drone versus drone engagements
will evolve to include more sophisticated systems and likely
systems of systems squaring off against each other to determine
autonomy dominance. In such a fight, will qualitative advantages
in technology make the difference or quantitative advantages
in numbers? At this point, it is impossible to say. However,

in a war of attrition, mass matters as the war in Ukraine demonstrates.'

Another likely application of automation and Alis in the realm
of data analysis, communications, and decision—making.19
We see early applications of this already in the commercial
sector. Google searches already guess what the user is trying
to search and provide a summary of findings based on data
available to the Al search engine to save the user time. Much of
your activity on digital devices is already automatically stored
in some form of cloud server network where it may be accessed

from another device with an internet connection anywhere

17 “Ukraine Drone Dogflights,” The Armourer’s Bench, 2024,

18 Collin Meisel and Mathew Burrows, “Russia can afford to take a beating in
Ukraine,” War on the Rocks, May 21, 2025, https://warontherocks.com/2025/05/
russia-can-afford-to-take-a-beating-in-ukraine/.

19 Sarah Grand-Clément, “Artificial Intelligence Beyond Weapons: Application and
Impact of Al in the Military Domain”, UNIDIR, Geneva, 2023, 13, UNIDIR_Al Be-
yond_Weapons_Application_Impact_Al_in_the Military Domain.pdf.
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when necessary. Virtual assistants and virtual advising services
are already available in the marketplace. These technologies
will eventually be adopted at scale by militaries. There are
risks, however. Like current Al chatbots, the ability of Al and
automation to aid information-related processes is limited
by the accuracy of the data it has access to and the quality of
the tool itself.”” To put it bluntly: poor inputs equal poor outputs.
This could have particularly disastrous consequences in military
operations.

Long-Range Fires and Persistent, Real-Time, Multi-Sensor
Surveillance

Long range fires are not a new concept or technology.
However, the range of fires and proliferation of long-range
munitions are beginning to change the landscape. This is especially
true considering the ever-increasing trend of proliferating sensors
throughout domains. Long-range fires by themselves are practically
useless unless paired with the technology required to find, fix,
track, and target. These two trends — proliferation of long-range
fires and sensors — combine to change the character of war.
Take space, for example. Over five years, from 2019 to 2023,
the number of active satellites grew by 361% to 9,691, with

2,781 of those launched in 2023 alone.”’ Similar trends of

20 Sarah Grand-Clément, “Artificial Intelligence Beyond Weapons: Application and
Impact of Al in the Military Domain”, 27-31.
21 “Commercial satellite industry continues historic growth while dominating glob-

al space business - SIA releases 27th annual state of the satellite industry report,”
Satellite Industry Association, June 13, 2024,https://sia.org/commercial-satel-
lite-industry-continues-historic-growth-dominating-global-space-business-27th-an-
nual-state-of-the-satellite-industry-report/#:~:text=By%20the%20end%200f%20
2023%2C%20a%20total,launches%20deployed%20a%20record%20number%20
of%20satellites.

UITNTIATHIS

S o é’u"l



sensor proliferation are taking place in other domains. What
this means is that there are many ways to now find, fix, track,
and target, making it increasingly difficult to remain unfound.
“What is left, then, is to pair an associated munition of suitable

range to complete the engagement cycle.

Herein lies the importance of another trend: proliferation
of long-range fires. While major military powers like the United
States and China have invested in maintaining large arsenals
of long-range weapons systems, militaries with fewer resources
and even non-state actors are beginning to increase their long-range
maritime strike capabilities too as they become more economical
and easier to acquire.”” The Houthis, as a non-state actor for
example, possess a variety of weapons systems capable of
reaching from tens to hundreds of kilometers out to sea. These
involve cruise missiles, ballistic missiles, remotely-operated sea
drones, “suicide” drones, and commando attacks.” Their recent

attacks in and around the Bal-el-Mandeb have been enabled

22 “Future Operating Environment 2035,” 19.

23 Tamir Eshel, “The New Air War: How Rapid and Cheap Manufacturing of Drones
and Missiles Are Remaking Conflict,” Defense Update, May 2, 2025, https://de-
fense-update.com/20250502_the-drone-war.html#:~:text=The%20rise%200f%20
cheap9%2C%20smart,reshaping%20conflict%20before%200ur%20eyes.

24 Fabian Hinz, “Houthi Anti-ship Missile Systems: Getting Better All the Time,”
Institute for International Security Studies (IISS), January 8, 2024, https://www.iiss.
org/online-analysis/military-balance/2024/01/houthi-anti-ship-missile-systems-get-
ting-better-all-the-time/; and Sam Cranny-Evans and Dr Sidharth Kaushal, “Securing
the Red Sea: How Can Houthi Maritime Strikes be Countered?” Royal United Ser-
vices Institute (RUSI), January 10, 2024, https://www.rusi.org/explore-our-research/
publications/commentary/securing-red-sea-how-can-houthi-maritime-strikes-be-
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in part by an increasingly transparent maritime domain and
also by its association and suspected intelligence cooperation

with Iran.?

Other Technologies with Military Application Potential

While Al, automation, proliferation of cheaper long-range
fires and persistent sensing represent the most obvious effects
on the future of war and particularly maritime warfare, there are
a slew of other technologies that are in various stages of
development that may be applied at scale in the future. Some of
these include quantum-related technologies (computing,
sensing, encryption/decryption), biotechnologies, directed
energy weapons, so-called hypersonic weapons, among others.”
Hypersonic and directed energy weapons are indeed being
fielded today by the world’s most wealthy and technologically
advanced countries. However, the high expense of developing
these systems has meant that, for the time being, they are
unlikely to be produced in mass quantities in the short term.
Counter-Unmanned Air Systems (C-UAS) that use laser or
microwave technology are becoming more commonly deployed,;
however, the loftiest ambitions of these technologies are still

in development.”’ The scale to which they are fielded in the future

25 Jonathan Campbell-James, “Iran’s Shadow Hand in Houthi Red Sea Attacks,”
The Interpreter by the Lowy Institute, September 6, 2024, https://www.lowyinsti-
tute.org/the-interpreter/iran-s-shadow-hand-houthi-red-sea-attacks.

26 “Future Operating Environment 2035,” 13-28; and “Global Trends 2040,” U.S.
National Intelligence Council, Washington D.C., March 2021, 54-65, https://www.
dni.gov/files/ODNI/documents/assessments/GlobalTrends _2040.pdf.

27 “Future Operating Environment 2035,” 17.
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will depend on the ability to mature the technology. If
successfully developed at reasonable cost, directed energy
weapons could switch the balance away from long-range missile
systems back to defenders.”® Hypersonic weapons, meanwhile,
are difficult to define. Indeed, the V2 rockets launched by the Nazis
in World War Two achieved “hypersonic” velocity on re-entry
even though they were crude ballistic missiles.”” A more recent
definition of hypersonic weapons is emerging to include
maintaining a speed above Mach 5 for the duration of flight
within the atmosphere while maintaining the ability to maneuver
throughout powered atmospheric flisht.” Very few weapons
systems are capable of achieving this today, and the costs of
research and development have been prohibitively high for most
countries. The principles of economics are hard to escape:
you can have a lot of cheaper things, or a few expensive things.
Accordingly, while this technology will persist into the future,
causing headaches for defenders, the technology’s effect on
the future of warfare will remain tied to the ability or not to scale
the technology. That is a matter of the technology becoming

cheaper and more accessible or not.

28 Tamir Eshel, “Isreal achieves world’s first operational combat interceptions with
iron beam laser prototypes,” Defense Update, May 28, 2025, https://defense-up-
date.com/20250528 israel-achieves-worlds-first-operational-combat-laser-inter-
ceptions.html.

29 Kolja Brockmann and Dr Markus Schiller, “A matter of speed? Understanding
hypersonic missile systems,” Stockholm International Peace Research Institute
(SIPRI), February 4, 2022, https://www.sipri.org/commentary/topical-background-
er/2022/matter-speed-understanding-hypersonic-missile-systems.

30 Kolja Brockmann and Dr. Markus Schiller, “A matter of speed?”

UITNTBIATHIS
asadloynyT WNUIGRIT 096



o)1G]

Quantum technology and its associated applications
hold quite a bit of promise for military application. In a nutshell,
guantum computing expands traditional binary code (0s and
1s) to a much larger set of calculation possibilities based on
qubits — allowing 0 and 1 to exist at the same time, with various
combinations, and in different places through the principles of
superposition and entanglement.” This allows for computations
to explore different solutions simultaneously which may vastly
increase computing speed.” It has been explained further that
the technology could allow for incredibly complex encryption,
and by the same token, incredibly fast decryption of data -
especially data encrypted with classical computing means or
those passwords that each of us rely on for personal data
security.” Furthermore, because qubits can exist at the same time
in different places through entanglement, quantum sensors may
allow for rapid detection of subtle changes in environment —
such as in the undersea environment.* It is for this reason

31 Asen Kostadinov, “The Quantum Computing Revolution — Part I: The Theory
in a Nutshell,” Quantum Insider, November 27, 2020, https://thequantuminsider.
com/2020/11/27/the-quantum-computing-revolution-part-i-the-theory-in-a-nut-
shell/.

32 Asen Kostadinov, “The Quantum Computing Revolution - Part I.”

33 Edward Parker, “When a Quantum Computer Is Able to Break Our Encryption,
[t Won’t Be a Secret,” RAND Corporation, September 13, 2023, https://www.rand.
org/pubs/commentary/2023/09/when-a-quantum-computer-is-able-to-break-our-
encryption.html; and Martin Giles, “Explainer: What is Quantum Communication?”
Massachusetts Institute of Technology (MIT), February 14, 2019, https://www.tech-
nologyreview.com/2019/02/14/103409/what-is-quantum-communications/.

34 Samanvya Hooda, “Quantum sensors and submarine invulnerability,”9 Dash
Line, October 16, 2023, https://www.9dashline.com/article/quantum-sensors-and-sub-
marine-invulnerability; and Chris Jay Hoofnagle and Simson Garfinke, “Quantum
Sensors—Unlike Quantum Computers—Are Already Here,” June 27, 2022, https://
www.defenseone.com/ideas/2022/06/quantum-sensorsunlike-quantum-comput-
ersare-already-here/368634/.
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that quantum sensing may lead to difficulties in remaining
undetected in the undersea environment.” Finally, quantum
technology may replace or substitute for GPS allowing for more
accurate navigation.” Some of these applications are more
mature than others - such as sensors and PNT (positioning,
navigation, and timing) — while others are likely further away.”’
Those countries with the resources to develop and field the
associated technologies will have a significant edge over others

that don’t, especially in maritime operations.

| could go on about a number of other technologies in
development with possible military application, but | think
those covered here represent some of the most potentially

impactful on future military operations.

35 Samanvya Hooda, “Quantum sensors and submarine invulnerability;” and Chris
Jay Hoofnagle and Simson Garfinke, “Quantum Sensors—Unlike Quantum Com-
puters—Are Already Here.”

36 Chris Jay Hoofnagle and Simson Garfinke, “Quantum Sensors—Unlike Quantum
Computers—Are Already Here.”; and Kelly Backes, PhD, “Quantum Sensors for
Complementary PNT and Resilient Communications,” Mitre presentation at WEST
conference, 2025, https://www.westconference.org/WEST25/Custom/Handout/
Speaker0_Session11709_1.pdf.

37 Chris Jay Hoofnagle and Simson Garfinke, “Quantum Sensors—Unlike Quantum
Computers—Are Already Here;” and Kelly Backes, PhD, “Quantum Sensors for
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(Part I: Strategic and Operational Maritime Context from

Now into the Future)
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(Part Il: Technologies Influencing the Future of Warfare in

the Maritime Domain)
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